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Computer User’s Name: _______________________________________________________ 
PLEASE PRINT


Network – ID Security Form for all Non-Staff Employees

BR General now has several clinical computer systems available to Physicians and their staffs via the Internet.  You are required to complete this form and read and sign the Acknowledgement of Responsibility section. 
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Please PRINT all information 

Name (Last, First, MI):  ________________________________________
SSN:  ____ - _____ - __________       


      Company / Group:  ________________________________________
Title:  _______________________________________

          Phone:  _____ - _______
Fax:  _____ - _______    eMail Address:  _______________________________________

Please check the Role you have in your organization: 

 о Physician                         о Physician Assistant                            о Physician Support Staff     

  о Physician Billing Agent    о Neonatal Nurse Practitioner               о Resident 
· NETWORK  ID
Please check the systems that you will need to access:

· Physican Portal
· PCS
Patient Care Solutions (https://ghs.phns.com/carenet/login_input.asp)

You are required to select one of the following access levels:

· Physician – Allows Access to ALL patient information based on patient association (admitting, attending, referring, consulting, and implied).

· Physician Support Staff - Allows Access to All patient information based on physician association.

· Physician Support Staff Management – Same access as physician (please limit use of this access).

· EMR
Electronic Medical Record


Contact:  Jennifer LeJeune  / EMR Coordinator at 819-1070.

· PACS
Radiology Images

	acknowledgment of responsibility

The issuance of any application ID and password provides you the ability to use General Health System, hereinafter referred to as GHS, computing service(s) and/or messaging service.  Information stored in and/or processed by GHS computers is proprietary information and could be confidential in nature.  It is extremely important that you are aware of your responsibilities regarding access to GHS computer services and regarding the access, use and disclosure of confidential information.

Confidential information includes, but is not limited to, the supplied stored data (i.e. patient’s medical record information), techniques, methods and documentation relating to GHS computing services, developed software, and third party software.  Confidential information is to be considered proprietary in nature and may contain trade secrets of GHS and/or a third party. 

You may not reproduce, disclose or otherwise make any of the confidential information available to any other company, corporation or individual, other than employees of GHS, its affiliates and agents that require the information in order to conduct business.

· You must inform those parties that you give access to confidential information of the responsibility and obligation to exercise a reasonable degree of care consistent with maintaining confidential and proprietary information.

· Knowledge of any suspected wrongdoing should be reported to Human Resources.

Your IDs and passwords are intended for your use only.  They uniquely identify you to the computer.  Your ID is not confidential.  Your password, however, is confidential.  When associated with your ID, together they are confidential.  You are not allowed to disclose your password, or ID-password combination, to anyone.

· You should change your password whenever you suspect another person may know your current password.

· Your use of GHS computer and messaging services is restricted to authorized company business.

· You may only access data for which you have specific authorization.  All accesses, both successful and unsuccessful, are recorded.

· You will be held responsible to any security breach traceable to your ID and password.

· Upon receiving a new ID, you are responsible for immediately logging on to the appropriate computer and changing your password for the ID.

GHS has a connection to the Internet and the World Wide Web. In order to provide you additional tools, we may be allowing you to navigate the Internet. Use of the Internet for personal purposes is not intended nor will it be tolerated and may be considered cause for disciplinary action. All users of the Internet at GHS should be aware that audit logs detailing all sites accessed via the Internet will be maintained
Personal Acknowledgment of Understanding

I have read and fully understand the statements above as well as the Company’s Security Policy (Policy # IS 01-3).

	Date:  ____/___/____          Signature:  ____________________________________________________________________

Authorized Physician or Group Manager: ____________________________ / _____________________________________

                                                                                     (PRINT)                                                               (SIGNATURE)


Please route all requests to Medial Staff Services via fax at (225) 381-6330 or mail this form to: 

Medical Staff Services 
C/O Baton Rouge General Medical Center
3600 Florida Boulevard
Baton Rouge, LA  70806

	To be completed by Medical Staff Services

PCN ID: __________________________________    Physician ID (If Applicable): ___________________________________________


 Recommended Minimum PC Configuration:  Intel® Pentium® 4; minimum of 256 MB RAM; MS XP PRO SP 1; IE 6.x; high speed internet connection.  The EMR application requires a Microsoft JAVA client download to your PC.  The PACS application requires a McKesson Horizon client download to your PC. 

Last Updated:  07/03/06
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